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Introduction:

One of the purposes of the Hybrid models are to be a light-weight endpoint quality monitoring agents.  In most common digital video delivery systems, some sort of Digital Rights Management is used.  This is to allow providers to control the use of content, and to provide premium levels of content for additional revenue.

An example of the methods used is MPEG 2 over the MPEG 2 transport stream.  This allows for encryption of the content at both the TS packet layer and the PES layer.

Proposal:

We suggest that at least one, if not several of the HRCs included in the Hybrid model tests use some form of data encryption at one or more of the transport layers.

We propose that when the data is encrypted the models do not have access to any means to decrypt, that is they do not have the method nor the key.

Discussion:

The inclusion of encryption adds a real-world feel to part of the test.  With the exception of broadcast television, almost all content is encrypted such as with satellite and cable delivery systems. 

Because the models would not be allowed to decrypt the streams, this would force the algorithms to make estimates based on packet statistics and transport headers only.
Experience with audio suggests that reasonable quality estimates can be made without the decoded data.  In most instances this type of algorithm does not decode data to make estimates.  Quality estimates are made based purely on packet statistics.  While more difficult, the same is possible for video content.
In addition, because there is little or no signal processing possible, then light weight solutions are almost assured.
